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ICT Acceptable Use Agreement
2023/24

Staff Member: 

Signature ……………………………

Date  ……………………………………

Please sign and return 
(Reviewed October 2023)
(Amended November 2023)

ICT ACCCEPTABLE USE POLICY

The aim of this Acceptable Use Policy (AUP) is to ensure that staff and children will benefit from the technologies offered by Kenilworth and Whitnash Nursery Schools and the Warwickshire Early Years Hub (WEYH) in a safe and effective manner.

The AUP will be revised regularly.  All staff, governors and families will be consulted with and made aware of the AUP.  The signing of the relevant forms will be part of all staff’s induction and will then take place annually as a reminder of ongoing responsibilities.

We employ a number of strategies in order to maximise the opportunities offered by technology and to reduce the risks associated with the use of the Internet and mobile technologies.

These strategies are as follows:

1. Children will always be supervised if/when they are accessing the Internet

2. In the case of accidental accessing of inappropriate materials adults will turn off the monitor and report the inappropriate accessing of material immediately to the SLT.

3. Firewall and filtering software is in place in order to minimise the risk of exposure to inappropriate material.

4. Uploading and downloading of non-approved software will not be permitted.

5. Virus protection software is used and updated on a regular basis.

6. The use of the Internet and mobile technologies will be for educational purposes only during working hours.

7. Adults will never disclose or publicise any child’s personal information, such as addresses or telephone numbers or pictures.

8. Adults will be aware that any usage, including distributing or receiving information, School / WEYH related or personal, may be monitored for unusual activity, security and/or network management reasons. This includes social networking sites e.g. Facebook.

9. Adults will use approved e-mail accounts only.
10. Adults will not send or receive any material that is illegal, obscene, and defamatory or that is intended to annoy or intimidate another person.

11. Accessing discussion forums, messaging or other electronic forms of communication will only be used for educational purposes during working hours.

12. Access to chat rooms, e.g. Facebook, will not be allowed during working hours.
13. We strongly advise against the use of social networking sites e.g. Facebook in connection with parents/carers. The Schools will be unable to support individuals if such connections result in complaints/ disciplinary actions against them. Each School has a Face Book account for the purpose of disseminating information. Where employee comments are made these must be in relation to the content posted by the School and not be used as a platform to present negative opinion or discuss other matters.
14. Parental consent must be obtained before digital images are used on and off site – refer to consent form for recording images of children.

15. Mobile phones and smart watches (for text messages, calls or camera function) are not to be used in teaching and learning spaces

All staff, governors and any other paid or voluntary individuals will read, understand, agree to and sign the AUP agreement and AUP digital images agreement.

Sanctions

Misuse of the Internet or other technologies may result in disciplinary action at the discretion of the Head Teacher / Governing Body. Kenilworth and Whitnash Nursery Schools & Warwickshire Early Years Hub also reserve the right to report any illegal activities to the appropriate authorities.

STAFF ACCEPTABLE USE AGREEMENT

To ensure that staff are fully aware of their responsibilities with respect to ICT use, they are asked to sign this acceptable use agreement.

· I understand that the network is the property of the School and agree that my use must be compatible with my professional role.

· I understand that the Schools ICT systems may not be used for private purposes without specific permission from a member of the SLT.
· I understand that personal mobile phones and smart watches (test messages, calls or camera function) may not be kept or used in any teaching and learning spaces.
· I understand and agree that the Schools may monitor my network, Internet and mobile technology use to ensure the safety of all staff and children.

· I will respect ICT system security and understand that it is a criminal offence to use a computer for a purpose not permitted by its owner.

· I will not install any software or hardware without permission from a member of the SLT.

· I will not disclose any password or login name to anyone, other than, where appropriate, the staff responsible for maintaining the system. If I find a machine logged on to another name, I will log off immediately before using my own details.

· I will regularly change my password, ideally every 30 days.

· I will not hold personal information about students or other staff on mobile devices including but not limited to memory sticks, phones, iPads, and portable hard drives or even on CD. 

· I understand that there is an expectation that wherever possible I will remove photos from the camera on a weekly basis and save in the relevant folder on the shared drive. These will be deleted at the end of the school year. A limited number of photos may be kept for marketing purposes these must be saved on the shared drive in the folder ‘Marketing Photos with consent’ and then transferred at the end of school year to the portable hard drive. I will put my camera/iPad in the locked ICT cupboard at the end of every school day.
· I will take all reasonable precautions to secure data or equipment taken off the Schools premises. In the event of any equipment being stolen, I will immediately inform a member of the SLT.

· I have a duty to highlight concerns to the SLT.
· I will report any incidents of concern regarding children to the designated person for child protection.

· I will ensure that my electronic communications with parents and carers are compatible with my professional role, cannot be misinterpreted and are made using electronic equipment provided by the Schools
· I will respect copyright and intellectual property rights.

· Any ICT equipment that is broken will be returned to the school and disposed of in a secure manner

The Schools may exercise their right to monitor the use of the Schools computer systems, including access to web-sites, the interception of e-mail and the deletion of inappropriate materials where it believes unauthorised use of the Schools computer system is or may be taking place, or the system is or may be being used for criminal purposes or for storing unauthorised or unlawful text, imagery or sound.

School: …………………………………………….

Name ………………………………………………..   Signature  …………..………………

Accepted for School ………………………   Signature  ………...……………… 

Date………………………

ICT Equipment User Agreement 

To enable staff to fulfil their responsibilities for the effective planning, preparation, and assessment of learning and teaching a pool of laptops are available for use in school and at home.  Your school laptop is on loan to you while you remain employed by Kenilworth and Whitnash Nursery School and Warwickshire Early Years Hub.  While the laptop is in your care, the following points should be adhered to: 
1. The laptop remains the property of Kenilworth & Whitnash Nursery School and is only for the use of work related to the Schools. It must be returned to the School promptly, in an acceptable condition if the member of staff leaves their post, is on long-term sick leave or if requested by the Head Teacher. 

2. There is a £250 excess on the School Insurance policy. This policy does NOT cover your laptop if it is left in a motor vehicle, or in the boot of the motor vehicle. Please make every effort to keep it secure; do not leave it unattended in your car or in a public place. If the laptop is stolen from an unattended car you will be responsible for its replacement

3. If you lose a School laptop or damage one, for example through using it alongside a drink which then gets split, you will be required to make a contribution towards its replacement up to a figure of £250. The amount will be decided by the Governing body dependent upon the circumstances. 

4. Any theft of a School Laptop whilst in your possession should be immediately reported to the police and a crime reference number should be obtained and provided to the Business Manager. If stolen from an employee's home, Governors would first ask for a claim under the staff member’s household policy.  Claims from the School policy will only be made if this were unsuccessful. Governors advise that individuals make themselves aware of the detail of their policy schedule with regard to this. The item may need to be listed as a single item

5. Only software previously installed on the laptop computer may be used. Anti-virus software is installed and must be updated by ensuring you connect to the internet on a weekly basis. Any future software requirements must be installed by the Schools ICT technician

6. Any faults with laptops must be reported to the School Business Manager as soon as possible. Under no circumstances should you attempt to repair suspected hardware or software faults. 

7. Training in the use of the laptop, how to access the network, Intranet, Internet and e-mail will be provided if necessary. 

8. Broadband or line rental charges as well as call costs made from home to access the internet are not chargeable to the School. 

9. LA and school policies regarding appropriate use, data protection, computer misuse and health and safety issues must be adhered to. See appropriate policies. When using the laptop at the School or away from the School the ICT Acceptable Use Policy for Staff applies.

10. No information on individual children, including photographs, should be stored on the laptop hard drive. This information should be stored ONLY on the encrypted memory stick provided by the School for this purpose and this memory stick should be backed up to the main School computer shared drives.   No personal memory sticks may be used at any time

· I confirm that I have read and signed a copy of the ‘Acceptable Computer Use policy for staff 

· I confirm that I have received a copy of this policy document. 

School: 

Name                                              Signed                              Date

Guidance for Devices taken offsite

Laptops

1. ALWAYS sign the laptop in and out of the building.

2. Do not save personal details of students or staff to the laptop.

3. Do not leave the laptop open and logged on when not in use, always lock screen – Click on apple symbol in top left corner then – Lock Computer.

4. Remove all documents from the laptop each week and save to the shared drive on site, in the relevant folder.

Memory Sticks

1. Memory sticks must be encrypted and school issue only.

2. Must be kept in a secure place if taken offsite.

3. Back up your documents to the shared drive every week.

4. Delete documents at the end of school term/year.

5. Memory sticks to be kept in secure place in office when on site and signed in and out.

6. The memory sticks are only to be used for business use.

Cameras

1. Cameras that are taken offsite for home visits must not be left in cars between visits and carried on their person at all times when out, staff must make sure that the camera is not left at house they are visiting.

Staff Member: 

Signature ……………………………

Date  ……………………………………
